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20 Systems of Systems
Objectives
The objectives of this chapter are to introduce the idea of a system of
systems and to discuss the challenges of building complex systems of
software systems. When you have read this chapter, you will:
understand what is meant by a system of systems and how this differs
from an individual system;
understand systems of systems classification and the differences between
different types of systems of systems;
understand why conventional methods of software engineering that are
based on reductionism are inadequate for developing systems of systems;
have been introduced to the systems of systems engineering process and
architectural patterns for systems of systems.
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We need software engineering because we create large and complex software
systems. The discipline emerged in the 1960’s because the first attempts to build
large software systems mostly went wrong. Creating software was much more
expensive than expected, took longer than planned and the software itself was often
unreliable. To address these problems, we have developed a range of software
engineering techniques and technologies, which have been remarkably successful.
We can now build systems that are much larger, more complex, much more
reliable and more effective than the software systems of the 1970s.
However, we have not ‘solved’ the problems of large system engineering.
Software project failures are still common. For example, in both the US and the
UK, there have been serious problems and delays in the implementation of
government healthcare systems. The root cause of these problems is, as it was in
the 1960s, that we are trying to build systems that are larger and more complex
than before. We are attempting to build these ‘mega-systems’ using methods and
technology that were never designed for this purpose. As I discuss later in the
chapter, I believe that current software engineering technology cannot scale up to
cope with the complexity that is inherent in many of the systems that are now being
proposed.
The increase in size of software systems since the introduction of software
engineering has been remarkable. Today’s large systems may be a hundred or even
a thousand times larger than the ‘large’ systems of the 1960s. Northrop and her
colleagues (Northrop et al. 2006) suggested in 2006 that we would shortly see the
development of systems with a billion lines of code. Almost 10 years after this
prediction, I suspect such systems are already in use.
Of course, we do not start with nothing and then write a billion lines of
code. As I discussed in Chapter 15, the real success story of software engineering
has been software reuse. It is only because we have developed ways of reusing
software across applications and systems that large-scale development is possible.
Very large-scale systems now and in the future will be built by integrating existing
systems from different providers to create ‘systems of systems’ (SoS).
What do we mean when we talk about a ‘system of systems’. As Hitchens
says (Hitchins 2009), from a general systems perspective, there is no difference
between a ‘system’ and a ‘system of systems’. Both have emergent properties and
can be composed from ‘subsystems’. However, from a software engineering
perspective, I think there is a useful distinction between these terms. This
distinction is socio-technical rather than technical:
A system of systems is a system that contains two or more independently
managed elements.
This means that there is no single manager for all of the parts of the system
of systems and that different parts of a system are subject to different management
and control policies and rules. As we shall see, this has a profound effect on the
overall complexity of the system.
This definition of systems of systems says nothing about the size of systems
of systems. A relatively small system that includes services from different
providers is a system of systems. Some of the problems of SoS engineering apply
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to such small systems but the real challenges emerge when the constituent systems
are themselves large-scale systems.
Much of the work in the area of systems of systems has come from the
defense community. As the capability of software systems increased in the late
20th century, it became possible to coordinate and control previously independent
military systems, such as naval and ground-based air and ship defense systems.
The system might include tens or hundreds of separate elements, with software
systems keeping track of these elements and providing controllers with information
that allows them to be deployed most effectively.
This type of system of systems is outside the scope of a software
engineering book. Instead, I focus here on systems of systems where the system
elements are software systems rather than hardware such as aircraft, military
vehicles or radars. Systems of software systems are created by integrating separate
software systems and, at the time of writing, most software SoS include a relatively
small number of separate systems. Each constituent system is usually a complex
system in its own right. However, it is predicted that, over the next few years, the
size of software SoS is likely to grow significantly as more and more systems are
integrated to make use of the capabilities that they offer.
Examples of systems of systems of software systems are:
1.

A cloud management system that handles local private cloud management
and management of servers on public clouds such as Amazon and
Microsoft.

2.

An online banking system that handles loan requests and which connects to
a credit reference system provided by credit reference agency to check the
credit of applicants.

3.

An emergency information system that integrates information from police,
ambulance, fire and coastguard services about the assets available to deal
with civil emergencies such as flooding and large-scale accidents.

4.

The digital learning environment (iLearn) that I introduced in Chapter 1.
This system provides a range of learning support by integrating separate
software systems such as Microsoft Office 365, virtual learning
environments such as Moodle, simulation modelling tools and content such
as newspaper archives.

Maier (Maier 1998) identified five essential characteristics of systems of
systems:
1.

Operational independence of elements This means that parts of the system
are not simply components but can operate as useful systems in their own
right. The systems within the SoS evolve independently.

2.

Managerial independence of elements This means that parts of the system
are ‘owned’ and managed by different organizations or by different parts of
a larger organization. Therefore different rules and policies apply to the
management and evolution of these systems. As I have suggested, this is the
key factor that distinguishes a system of systems from a system.
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3.

Evolutionary development This means that SoS are not developed in a
single project but evolve over time from their constituent systems.

4.

Emergence SoS have emergent characteristics that only become apparent
after the SoS has been created. Of course, as I have discussed in Chapter 19,
emergence is a characteristic of all systems but it is particularly important in
SoS.

5.

Geographical distribution of elements The elements of a SoS are often
geographically distributed across different organizations. This is important
technically because it means that an externally-managed network is an
integral part of the SoS. It is also important managerially as it increases the
difficulties of communication between those involved in making system
management decisions and adds to the difficulties of maintaining system
security.

I would like to add two further characteristics to Maier’s list that are
particularly relevant to systems of software systems:
1.

Data intensive A software SoS typically relies on and manages a very large
volume of data. In terms of size, this may be tens or even hundreds of times
larger than the code of the constituent systems itself.

2.

Heterogeneity The different systems in a software SoS are unlikely to have
been developed using the same programming languages and design
methods. This is a consequence of the very rapid pace of evolution of
software technologies. Companies frequently update their development
methods and tools as new, improved versions become available. In a 20year lifetime of a large SoS, technologies may change 4 or 5 times.

As I discuss in Section 20.1, these characteristics mean that SoS can be
much more complex than systems with a single owner and manager. I believe that
our current software engineering methods and techniques cannot scale to cope with
this complexity. Consequently, problems with the very large and complex systems
that we are now developing are inevitable. We need a completely new set of
abstractions, methods and technologies for software systems of systems
engineering.
This has been recognised independently by a number of different
authorities. In the UK, a report published in 2004 (Royal Academy of Engineering
2004) led to the establishment of a national research and training initiative in largescale complex IT systems (Sommerville et al. 2012). In the US, the Software
Engineering Institute reported on Ultra-Large Scale Systems in 2006 (Northrop et
al. 2006). From the systems engineering community, Stevens (Stevens 2010)
discusses the problems of constructing ‘mega-systems’ in transport, healthcare and
defense.
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Figure 20.1
Simple and
complex systems
System (a)

20.1

System (b)

System complexity

I suggested in the introduction that the engineering problems that arise when
constructing systems of software systems are due to the inherent complexity of
these systems. In this section, I explain the basis of system complexity and discuss
the different types of complexity that arise in software SoS.
All systems are composed of parts (elements) with relationships between
these elements of the system. For example, the parts of a program may be objects
and the parts of each object may be constants, variables and methods. Examples of
relationships include ‘calls’ (method A calls method B), ‘inherits-from’ (object X
inherits the methods and attributes of object Y) and ‘part of’ (method A is part of
object X).
The complexity of any system depends on the number and the types of
relationships between system elements. Figure 20.1 shows examples of two
systems – System (a) is a relatively simple system with only a small number of
relationships between its elements. By contrast, System (b), with the same number
of elements, is a more complex system because it has many more element-element
relationships.
The type of relationship also influences the overall complexity of a system.
Static relationships are relationships that are planned and analyzable from static
depictions of the system. Therefore, the ‘uses’ relationship in a software system is
a static relationship. From either the software source code or a UML model of a
system, you can work out how any one software component uses other
components.
Dynamic relationships are relationships that exist in an executing system.
The ‘calls’ relationship is a dynamic relationship because, in any system with ifstatements, you cannot tell whether or not one method will call another method. It
depends on the run-time inputs to the system. Dynamic relationships are more
complex to analyze as you need to know the system inputs and data used as well as
the source code of the system.
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As well as system complexity, we also have to consider the complexity of
the processes that are used to develop and maintain the system once it has gone
into use. Figure 20.2 illustrates these processes and their relationship with the
developed system.
As systems grow in size, they need more complex production and
management processes. Complex processes are themselves complex systems.
They are difficult to understand and may have undesirable emergent properties.
They are more time consuming than simpler processes and they require more
documentation and coordination between the people and the organizations involved
in the system development. The complexity of the production process is one of the
main reasons why projects go wrong, with software delivered late and over-budget.
Therefore, large systems are always at risk of cost and time overruns.
Complexity is important for software engineering because it is the main
influence on the understandability and the changeability of a system. The more
complex a system, the more difficult it is to understand and analyze. Given that
complexity is a function of the number of relationships between elements of a
system, it is inevitable that large systems are more complex than small systems.
As complexity increases, there are more and more relationships between elements
of the system and an increased likelihood that changing one part of a system will
have undesirable effects elsewhere.
There are several different types of complexity that are relevant to
sociotechnical systems:
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1.

The technical complexity of the system is derived from the relationships
between the different components of the system itself.

2.

The managerial complexity of the system is derived from the complexity of
the relationships between the system and its managers (i.e. what can
managers change in the system) and the relationships between the managers
of different parts of the system.

3.

The governance complexity of a system depends on the relationships
between the laws, regulations and policies that affect the system and the
relationships between the decision-making processes in the organizations
responsible for the system. As different parts of the system may be in
different organizations and in different countries, different laws, rules and
policies may apply to each system within the SoS.

Governance and managerial complexity are related but they are not the
same thing. Managerial complexity is an operational issue – what can and can’t
actually be done with the system. Governance complexity is associated with the
higher level of decision making processes in organizations that affect the system.
These decision making processes are constrained by national and international laws
and regulations.
For example, say a company decides to allow its staff to access its systems
using their own mobile devices rather than company-issued laptops. The decision
to allow this is a governance decision as it changes the policy of the company. As a
result of this decision, management of the system becomes more complex as
managers have to ensure that the mobile devices are configured properly so that
company data is secure. The technical complexity of the system also increases as
there is no longer a single implementation platform. Software may have to be
modified to work on laptops, tablets, phones, etc.
As well as technical complexity, the characteristics of systems of systems
may also lead to significantly increased managerial and governance complexity.
Figure 20.3 summarises how the different SoS characteristics primarily contribute
to different types of complexity:
1.

Operational independence The constituent systems in the SoS are subject to
different policies and rules (governance complexity) and ways of managing
the system (managerial complexity).

2.

Managerial independence The constituent systems in the SoS are managed
by different people in different ways. They have to coordinate to ensure that
management changes are consistent (managerial complexity). Special
software may be needed to support consistent management and evolution
(technical complexity).

3.

Evolutionary development contributes to the technical complexity of a SoS
because different parts of the system are likely to be built using different
technologies.

4.

Emergence is a consequence of complexity. The more complex a system,
the more likely it is that it will have undesirable emergent properties. These
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increase the technical complexity of the system as software has to be
developed or changed to compensate for them.
5.

Geographical distribution increases the technical, managerial and
governance complexity in a SoS. Technical complexity is increased because
software is required to coordinate and synchronize remote systems;
managerial complexity is increased because it is more difficult for managers
in different countries to coordinate their actions; governance complexity is
increased because different parts of the systems may be located in different
jurisdictions and so subject to different laws and regulations.

6.

Data intensive systems are technically complex because of the relationships
between the data items. The technical complexity is also likely to be
increased to cope with data errors and incompleteness. Governance
complexity may be increased because of different laws governing the use of
data.

7.

The heterogeneity of a system contributes to its technical complexity
because of the difficulties of ensuring that different technologies used in
different parts of the system are compatible.

Large-scale systems of systems are now unimaginably complex entities that
cannot be understood or analyzed as a whole. As I discuss in Section 20.3, the
large number of interactions between the parts and the dynamic nature of these
interactions means that conventional engineering approaches do not work well for
complex systems. It is complexity that is the root cause of problems in projects to
develop large software-intensive systems, not poor management or technical
failings.

20.2

Systems of systems classification

In the introduction to this chapter, I suggested that the distinguishing feature of a
system of systems was that two or more of its elements were independently
managed. Different people with different priorities have the authority to take day-
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to-day operational decisions about changes to the system. As their work is not
necessarily aligned, conflicts can arise that require a significant amount of time and
effort to resolve. Systems of systems, therefore, always have some degree of
managerial complexity.
However, this broad definition of SoS covers a very wide range of system
types. It includes systems that are owned by a single organization but are managed
by different parts of that organization. It also includes systems whose constituent
systems are owned and managed by different organizations that may, at times,
compete with each other. Maier (Maier 1998) devised a classification scheme for
SoS based on the governance and management complexity of SoS:
1.

Directed systems. Directed SoS are owned by a single organization and are
developed by integrating systems that are also owned by that organization.
The system elements may be independently managed by parts of the
organization. However, there is an ultimate governing body within the
organization that can set priorities for system management. It can resolve
disputes between the managers of different elements of the system. Directed
systems therefore have some managerial complexity but no governance
complexity. A military command and control system that integrates
information from airborne and ground-based systems is an example of a
directed SoS.

2.

Collaborative systems. Collaborative SoS are systems where there is no
central authority to set management priorities and resolve disputes.
Typically, elements of the system are owned and governed by different
organizations. However, all of organizations involved recognise the mutual
benefits of joint governance of the system. They therefore usually set up a
voluntary governance body that makes decisions about the system.
Collaborative systems have both managerial complexity and a limited
degree of governance complexity. An integrated public transport
information system is an example of a collaborative system of systems. Bus,
rail and air transport providers agree to link their systems to provide
passengers with up-to-date information.

3.

Virtual systems. Virtual systems have no central governance and the
participants may not agree on the overall purpose of the system. Participant
systems may enter or leave the SoS. Inter-operability is not guaranteed but
depends on published interfaces that may change. These systems have a
very high degree of both managerial and governance complexity. An
example of a virtual SoS is an automated high-speed algorithmic trading
system. These systems from different companies automatically buy and sell
stock from each other with trades taking place in fractions of a second.

Unfortunately, I think that the names that Maier has used do not really
reflect the distinctions between these different types of systems. As Maier himself
says, there is always some collaboration in the management of the system
elements. So, ‘collaborative systems’ is not really a good name. The term ‘directed
systems’ implies top-down authority. However, even within a single organization,
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the need to maintain good working relationships between the people involved
means that governance is agreed rather than imposed.
In ‘virtual’ SoS, there may be no formal mechanisms for collaboration but
the system has some mutual benefit for all participants. Therefore, they are likely
to collaborate informally to ensure that the system can continue to operate.
Furthermore, his use of the term ‘virtual’ is potentially confusing because ‘virtual’
has now come to mean ‘implemented by software’ as in virtual machines and
virtual reality.
Figure 20.4 illustrates the collaboration in these different types of system.
Rather than use Maier’s names, I have used what I hope are more descriptive
terms:
1.

Organizational systems of systems are SoS where the governance and
management of the system lies within the same organization or company.
These correspond to Maier’s ‘directed SoS”. Collaboration between system
owners is managed by the organization. The SoS may be geographically
distributed with different parts of the system subject to different national
laws and regulations. In Figure 20.3, Systems 1, 2, and 3 are independently
managed but the governance of these systems is centralized.

2.

Federated systems are SoS where the governance of the SoS depends on a
voluntary participative body in which all of the system owners are
represented. In Figure 20.3, this is shown by the owners of Systems 1, 2,
and 3 participating in a single governance body. The system owners agree to
collaborate and that decisions made by the governance body are binding.
They implement these decisions in their individual management policies
although implementations may differ because of national laws, regulations
and culture.

3.

System of system coalitions are SoS where there are no formal governance
mechanisms but where the organizations involved informally collaborate
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and manage their own systems to maintain the system as a whole. For
example, if one system provides a data feed to others, the managers of that
system would not change the format of the data without notice. Figure 20.3
shows there is no governance at the organizational level but informal
collaboration at the management level.
This governance-based classification scheme provides a means of
identifying the governance requirements for a SoS. By classifying a system
according to this model, you can check whether or not the appropriate governance
structures exist and if these are the ones you really need. Setting up these structures
across organizations is a political process and inevitably takes a long time. It is
therefore helpful to understand the governance problem early in the process and
take actions to ensure that appropriate governance is in place. It may be the case
that you need to adopt a governance model that moves a system from one class to
another. Moving the governance model to the left in Figure 20.4 usually reduces
complexity.
As I have suggested, the school digital learning environment (iLearn) is a
system of systems. As well as the digital learning system itself, it is connected to
school administration systems and to network management systems. These
network management systems are used for internet filtering which stops students
accessing undesirable material on the internet.
iLearn is a relatively simple technical system but it has a high level of
governance complexity. This complexity arises because of the way that education
is funded and managed. It is common in many countries for pre-university
education to be funded and organized at a local level rather than at a national level.
States, cities or counties are responsible for schools in their area and have
autonomy in deciding school funding and policies. Each local authority maintains
its own school administration system and network management system.
In Scotland, there are 32 local authorities with responsibility for education
in their area. School administration is outsourced to one of three providers and
iLearn must connect to their systems. However, each local authority has its own
network management policies with separate network management systems
involved.
The development of a digital learning system is a national initiative but to
create a digital learning environment, it has to be integrated with network
management and school administration systems. It is therefore a system of systems
with administration and network management systems, as well as the systems
within iLearn such as Office 365 and Wordpress. There is no common governance
process across authorities so, according to the classification scheme, this is a
coalition of systems. In practice this means that it cannot be guaranteed that
students in different places can access the same tools and content, because of
different Internet filtering policies.
When we produced the conceptual model for the system, we made a strong
recommendation that common policies should be established across local
authorities on administrative information provision and Internet filtering. In
essence, we suggested that the system should be a federated system rather than a
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coalition of systems. This requires a new governance body to be established to
agree on common policies and standards for the system.

20.3

Reductionism and complex systems

I have already suggested that our current software engineering methods and
technologies cannot cope with the complexity that is inherent in modern systems of
systems. Of course, this is not new – progress in all engineering disciplines has
always been driven by challenging and difficult problems. New methods and tools
are developed in response to failures and difficulties with existing approaches.
In software engineering, we have seen the incredibly rapid development of
the discipline to help manage the increasing size and complexity of software
systems. This has been very successful indeed. We can now build systems that are
orders of magnitude larger and more complex than those of the 1960s and 1970s.
As with other engineering disciplines, the approach that has been the basis
of complexity management in software engineering is called reductionism.
Reductionism is a philosophical position based on the assumptions that any system
is made up of parts or subsystems. It assumes that the behaviour and properties of
the system as a whole can be understood and predicted by understanding the
individual parts and the relationships between these parts. Therefore, to design a
system, the parts making up that system are identified, constructed separately and
then assembled into the complete system. Systems can be thought of as hierarchies,
with the important relationships between parent and child nodes in the hierarchy.
Reductionism has been and continues to be the fundamental underpinning
approach to all kinds of engineering. We can identify common abstractions across
the same types of system and design and build these separately. They can then be
integrated to create the required system. For example, the abstractions in an
automobile might be a body shell, a drive train, an engine, a fuel system and so on.
There are a relatively small number of relationships between these abstractions so
it is possible to specify interfaces and design and build each part of the system
separately.
The same reductionist approach has been the basis of software engineering
for almost 50 years. Top-down design, where you start with a very high-level
model of a system and break this down to its components is a reductionist
approach. This is the basis of all software design methods, such as object-oriented
design. Programming languages include abstractions, such as procedures and
objects that directly reflect reductionist system decomposition.
Agile methods, although they may appear quite different from top-down
systems design, are also reductionist. They rely on being able to decompose a
system into parts, implement these parts separately then integrate these to create
the system. The only real difference between agile methods and top-down design is
that the system is decomposed into components incrementally rather than all at
once.
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Reductionist methods are most successful when there are relatively few
relationships or interactions between the parts of a system and it is possible to
model these relationships in a scientific way. This is generally true for mechanical
and electrical systems where there are physical linkages between the system
components. It is less true for electronic systems and certainly not the case for
software systems, where there may be many more static and dynamic relationships
between system components.
The distinctions between software and hardware components was
recognised in the 1970s. Design methods emphasized the importance of limiting
and controlling the relationships between the parts of a system. These methods
suggested that components should be tightly integrated with loose coupling
between these components. Tight integration meant that most of the relationships
were internal to a component and loose coupling meant there were relatively few
component-component relationships. The need for tight integration (data and
operations) and loose coupling was the driver for the development of objectoriented software engineering.
Unfortunately, controlling the number and types of relationship is
practically impossible in large systems, especially systems of systems.
Reductionism does not work well when there are many relationships in a system
and when these relationships are difficult to understand and analyze. Therefore,
any type of large system development is likely to run into difficulties.
The reasons for this are that the fundamental assumptions that are inherent
to reductionism are inapplicable for large and complex systems (Sommerville et al.
2012). These assumptions are shown in Figure 20.5 and apply in three areas:
1.

System ownership and control Reductionism assumes that there is a
controlling authority for a system that can resolve disputes and make highlevel technical decisions that will apply across the system. As we have seen,
because there are multiple bodies involved in their governance, this is
simply not true for systems of systems.

2.

Rational decision making Reductionism assumes that interactions between
components can be objectively assessed by, for example, mathematical
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modelling. These assessments are the driver for system decision making.
Therefore, if one particular design of a vehicle say offers the best fuel
economy without a reduction in power then a reductionist approach assumes
that this will be the design chosen.
2.

Defined system boundaries Reductionism assumes that the boundaries of a
system can be agreed and defined. This is often straightforward – there may
be a physical shell defining the system as in a car, a bridge has to cross a
given stretch of water and so on. Complex systems are often developed to
address wicked problems (Rittel and Webber 1973). For such problems,
deciding on what is part of and what is outside the system is usually a
subjective judgment with frequent disagreements between the stakeholders
involved.

These reductionist assumptions break down for all complex systems but
when these systems are software-intensive, the difficulties are compounded:
1.

Relationships in software systems are not governed by physical laws. We
cannot produce mathematical models of software systems that will predict
their behaviour and attributes. We therefore have no scientific basis for
decision making. Political factors are usually the driver of decision making
for large and complex software systems.

2.

Software has no physical limitations hence there are no limits on where the
boundaries of a system should be drawn. Different stakeholders will argue
for the boundaries to be placed in such a way that is best for them.
Furthermore, it is much easier to change software requirements than
hardware requirements. The boundaries and the scope of a system are likely
to change during its development.

3.

Linking software systems from different owners is relatively easy hence we
are more likely to try and create a SoS where there is no single governing
body. The management and evolution of the different systems involved
cannot be completely controlled.

For these reasons, I believe that the problems and difficulties that are
commonplace in large software systems engineering are inevitable. Failures of
large government projects such as the health automation projects in the UK and the
USA are a consequence of complexity rather than technical or project management
failures.
Reductionist approaches such as object-oriented development have been
very successful in improving our ability to engineer many types of software
system. They will continue to be useful and effective in the development of small
and medium sized systems whose complexity can be controlled and which may be
parts of a software SoS. However, because of the fundamental assumptions
underlying reductionism, ‘improving’ these methods will not lead to an
improvement in our ability to engineer complex systems of systems. Rather, we
need new abstractions, methods and tools that recognise the technical, human,
social and political complexities of SoS engineering. I believe that these new
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methods will be probabilistic and statistical and tools will rely on system
simulation to support decision making. Developing these new approaches is a
major challenge for software and systems engineering in the 21st century.

20.4

Systems of systems engineering

Systems of systems engineering is the process of integrating existing systems to
create new functionality and capabilities. Systems of systems are not designed in
a top-down way. Rather, they are created when an organization recognizes that
they can add value to existing systems by integrating these into a SoS. For
example, a city government might wish to reduce air pollution at particular hotspots in the city. To do so, it might integrate its traffic management system with a
national real-time pollution monitoring systems. This then allows for the traffic
management system to alter its strategy to reduce pollution by changing traffic
light sequences, etc.
The problems of software SoS engineering have much in common with the
problems of integrating large-scale application systems that I discussed in Chapter
15 (Boehm and Abts 1999). To recap, these were:
1.

Lack of control over system functionality and performance.

2.

Differing and incompatible assumptions made by the developers of the
different systems.

3.

Different evolution strategies and timetables for the different systems.

4.

Lack of support from system owners when problems arise.

Much of the effort in building systems of software systems comes from addressing
these problems. It involves deciding on the system architecture, developing
software interfaces that reconcile differences between the participating systems and
making the system resilient to unforeseen changes that may occur.
Software systems of systems are large and complex entities and the
processes used for their development vary widely depending on the type of systems
involved, the application domain and the needs of the organizations involved in
developing the SoS. However, as shown in Figure 20.6, there are 5 general
activities that are involved in SoS development processes. These are:
1.

Conceptual design I introduced the idea of conceptual design in Chapter 19,
which covers systems engineering. Conceptual design is the activity of
creating a high-level vision for a system, defining essential requirements
and identifying constraints on the overall system. In SoS engineering, an
important input to the conceptual design process is knowledge of the
existing systems that may participate in the SoS.

2.

System selection During this activity, a set of systems for inclusion in the
SoS is chosen. This process is comparable to the process of choosing
application systems for reuse, covered in Chapter 15. You need to assess
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and evaluate existing systems to choose the capabilities that you need.
When you are selecting application systems, the selection criteria are largely
commercial i.e. which systems offer the most suitable functionality at a
price you are prepared to pay.
However, political imperatives and issues of system governance and
management are often the key factors that influence what systems are
included in a SoS. For example, some systems may be excluded from
consideration because an organization does not wish to collaborate with a
competitor. In other cases, organizations that are contributing to a
federation of systems may have systems in place and insist that these are
used, even although the are not necessarily the best systems.
3.

Architectural design In parallel with system selection, an overall
architecture for the SoS has to be developed. Architectural design is a
major topic in its own right that I cover in Section 20.5.

4.

Interface development The different systems involved in a SoS usually have
incompatible interfaces. Therefore, a major part of the software engineering
effort in developing a SoS is to develop interfaces so that constituent
systems can interoperate. This may also involve the development of a
unified user interface so that SoS operators do not have to deal with
multiple user interfaces as they use the different systems in the SoS.

5.

Integration and deployment This stage involves making the different
systems involved in the SoS work together and interoperate through the
developed interfaces. System deployment means putting the system into
place in the organizations concerned and making it operational.

In parallel with these technical activities, there needs to be a high-level
activity which is concerned with establishing policies for the governance of the
system of systems and defining management guidelines to implement these
policies. Where there are several organizations involved, this can be a prolonged
and difficult process. It may involve organizations changing their own policies and
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processes. It is therefore important to start governance discussions at an early stage
in the SoS development process.

20.4.1 Interface development
The constituent systems in a SoS are usually developed independently for some
specific purpose. Their user interface is tailored to that original purpose. These
systems may or may not have application program interfaces (APIs) that allow
other systems to interface directly to them. Therefore, when these systems are
integrated into a SoS, software interfaces have to be developed which allows the
constituent systems in the SoS to interoperate.
In general, the aim in SoS development is for systems to be able to
communicate directly with each other without user intervention. If these systems
already offer a service-based interface, as discussed in Chapter 18, then this
communication can be implemented using this approach. Interface development
involves describing how to use the interfaces to access the functionality of each
system. The systems involved can communicate directly with each other. System
coalitions, where all of the systems involved are peers, are likely to use this type of
direct interaction as it does not require pre-arranged agreements on system
communication protocols.
More commonly, however, the constituent systems in a SoS either have
their own specialized API or only allow their functionality to be accessed through
their user interfaces. You therefore have to develop software that reconciles the
differences between these interfaces. It is best to implement these interfaces as
service-based interfaces, as shown in Figure 20.7 (Sillitto 2010).
To develop service-based interfaces, you have to examine the functionality
of existing systems and define a set of services to reflect that functionality. The
interface then provides these services. The services are implemented either by calls
to the underlying system API or by mimicking user interaction with the system.
One of the systems in the SoS is usually a principal or coordinating system that
manages the interactions between the constituent systems. The principal system
acts as a service broker, directing service calls between the different systems in the
SoS. Each system therefore does not need to know which other system is providing
a called service.
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User interfaces for each system in a SoS are likely to be different. The
principal system must have some overall user interfaces that handles user
authentication and provides access to the features of the underlying system.
However, it is usually expensive and time-consuming to implement a unified user
interface to replace the individual interfaces of the underlying systems.
There is no doubt that a unified user interface makes it easier for new users
to learn to use the SoS and reduces the likelihood of user error. However, whether
or not unified UI development is cost-effective depends on a number of factors:
1.

The interaction assumptions of the systems in the SoS Some systems may
have process-driven model of interaction where the system controls the
interface and prompts the user for inputs. Others may give control to the
user so that the user chooses the sequence of interactions with the system. It
is practically impossible to unify different interaction models.

2.

The mode of use of the SoS In many cases, SoS are used in such a way that
most of the interactions of users at a site are with one of the constituent
systems. They only use other systems when additional information is
required. For example, air traffic controllers may normally use a radar
system for flight information and only access a flight plan database when
additional information is required. A unified interface is a bad idea in these
situations because it would slow down interaction with the most commonly
used system. However, if the operators interact with all of the constituent
systems, then a unified UI may be the best way forward.

3.

The ‘openness’ of the SoS If the SoS is open, so that new systems may be
added to it when it is in use, then unified UI development is impractical. It
is impossible to anticipate what the UI of new systems will be. Openness
also applies to the organizations using the SoS. If new organizations can
become involved, then they may have existing equipment and their own
preferences for user interaction. They may therefore prefer not to have a
unified UI.
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In practice, the limiting factor in UI unification is likely to be the budget
and time available for UI development. UI development is one of the most
expensive systems engineering activities. In many cases, there is simply not
enough project budget available to pay for the creation of a unified SoS user
interface.

20.4.2 Integration and deployment
System integration and deployment are usually separate activities. A system is
integrated from its components by an integration and testing team, validated then
released for deployment. The components are managed so that changes are
controlled and the integration team can be confident that the required version is
included in the system. However, for SoS, such an approach may not be possible.
Some of the component systems may already be deployed and in use and the
integration team cannot control changes to these systems.
For SoS, therefore, it makes sense to consider integration and deployment to
be part of the same process. This reflects one of the design guidelines that I discuss
in the following section, which is that an incomplete system of systems should be
useable and provide useful functionality. The integration process should begin
with systems that are already deployed, with new systems added to the SoS to
provide coherent additions to the functionality of the overall system.
It often makes sense to plan the deployment of the SoS to reflect this so that
SoS deployment takes place in a number of stages. For example, Figure 20.8
illustrates a three-stage deployment process for the iLearn digital learning
environment:
1.

The initial deployment provides authentication, basic learning functionality
and integration with school administration systems.

2.

Stage 2 of the deployment adds an integrated storage system and a set of
more specialized tools to support subject-specific learning. These might
includes archives for history, simulation systems for science and
programming environments for computing.

3.

Stage 3 adds features for user configuration and the ability for users to add
new systems to the iLearn environment. This allows different versions of
the system to be created for different age groups, further specialized tools
and alternatives to the standard tools to be included.

As in any large systems engineering project, the most time consuming and
expensive part of system integration is system testing. There are three reasons why
testing systems of systems is difficult and expensive:
1.

There may not be a detailed requirements specification that can be used as a
basis for system testing. It may not be cost effective to develop a SoS
requirements document because the details of the system functionality are
defined by the systems that are included.

2.

The constituent systems may change in the course of the testing process so
tests may not be repeatable.
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If problems are discovered, it may not be possible to fix the problems by
requiring one of more of the constituent systems to be changed. Rather,
some intermediate software may have to be introduced to solve the problem.

To help address some of these problems, I believe that SoS testing should
take on board some of the testing techniques developed in agile methods:
1.

Agile methods do not rely on having a complete system specification for
system acceptance testing. Rather, stakeholders are closely engaged with the
testing process and have the authority to decide when the overall system is
acceptable. For SoS, a range of stakeholders should be involved in the
testing process if possible and they can comment on whether or not the
system is ready for deployment.

2.

Agile methods make extensive use of automated testing. This makes it
much easier to rerun tests to discover if unexpected system changes have
caused problems for the SoS as a whole.

Depending on the type of system, you may have to plan the installation of
equipment and user training as part of the deployment process. If the system is
being installed in a new environment, equipment installation is straightforward.
However, if it is intended to replace an existing system, there may be problems in
installing new equipment if it is not compatible with the equipment that is in use.
There may not be the physical space for the new equipment to be installed
alongside the working system. There may be insufficient electrical or may be
difficult as users are already busy using the current system. These non-technical
issues can delay the deployment process and slow down the adoption and use of
the SoS.
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Systems of systems architecture

Perhaps the most crucial activity of the systems of systems engineering process is
architectural design. Architectural design involves selecting the systems to be
included in the SoS, assessing how these systems will interoperate and designing
mechanisms that facilitate interaction. Key decisions on data management ,
redundancy and communications are made. In essence, the SoS architect is
responsible for realising the vision set out in the conceptual design of the system.
For organizational and federated systems, in particular, decisions made at this stage
are crucial to the performance, resilience and maintainability of the system of
systems.
Maier (Maier 1998) discusses four general principles for the architecting of
complex systems of systems:
1.

Design systems so that they can deliver value if they are incomplete. Where
a system is composed of several other systems, it should not just be useful if
all of its components are working properly. Rather, there should be several
‘stable intermediate forms’ so that a partial system works and can do useful
things.

2.

Be realistic about what can be controlled. The best performance from a SoS
may be achieved when there is an individual or group that exerts control on
the overall system and its constituents. If there is no control then delivering
value from the SoS is difficult. However, attempts to overcontrol the SoS
are likely to lead to resistance from the individual system owners and
consequent delays in system deployment and evolution.

3.

Focus on the system interfaces. To build a successful system of systems you
have to design interfaces so that the system elements can interoperate. It is
important that these interfaces are not too restrictive so that the system
elements can evolve and continue to be useful participants in the SoS.

4.

Provide collaboration incentives. When the system elements are
independently owned and managed, it is important that there are incentives
for each system owner to continue to participate in the system. These may
be financial incentives (pay per use or reduced operational costs), access
incentives (you share your data and I’ll share mine) or community
incentives (participate in a SoS and you get a say in the community).

Sillitto (Sillitto 2010) has added to these principles and suggests additional
important design guidelines. These include:
1.

Design a SoS as node and web architecture. Nodes are socio-technical
systems that include data, software, hardware, infrastructure (technical
components) and organizational policies, people, processes and training
(socio-technical). The web is not just the communications infrastructure
between nodes but also provides a mechanism for informal and formal
social communications between the people managing and running the
systems at each node.
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2.

Specify behaviour as services exchanged between nodes. The development
of service-oriented architectures now provides a standard mechanism for
system operability. If a system does not already provide a service interface,
then this should be implemented as part of the SoS development process.

3.

Understand and manage system vulnerabilities. In any SoS, there will be
unexpected failures and undesirable behaviour. It is critically important to
try to understand vulnerabilities and design the system to be resilient to such
failures.

The key message that emerges from both Maier’s and Sillitto’s work is that SoS
architects have to take a broad perspective. They need to look at the system as a
whole, taking into account both technical and socio-technical considerations.
Sometimes the best solution to a problem is not more software but changes to the
rules and policies that govern the operation of the system.
Architectural frameworks such as MODAF (MOD 2008) and TOGAF
(Open Group 2011) have been suggested as a means to support the architectural
design of systems of systems. Architectural frameworks were originally developed
to support enterprise systems architectures, which are portfolios of separate
systems. Enterprise systems may be organizational systems of systems or may have
a simpler management structure so that the system portfolio can be managed as a
whole. Architectural frameworks are intended for the development of
organizational systems of systems where there is a single governance authority for
the entire SoS.
An architecture framework recognises that a single model of an architecture
does not present all of the information needed for architectural and business
analysis. Rather, frameworks propose a number of architectural views that should
be created and maintained to describe and document enterprise systems.
Frameworks have much in common and tend to reflect the language and history of
the organizations involved. For example, MODAF and DODAF are comparable
frameworks from the UK Ministry of Defence (MOD) and the US Department of
Defense (DOD).
The TOGAF framework has been developed by the Open Group as an open
standard and is intended to support the design of a business architecture, a data
architecture, an application architecture and a technology architecture for an
enterprise. At its heart is the Architecture Development Method (ADM), which
consists of a number of discrete phases. These are shown in Figure 20.9, taken
from the TOGAF reference documentation (Open Group 2011).
All architectural frameworks involve the production and management of a
large set of architectural models. Each of the activities shown in Figure 20.8 leads
to the production of system models. However, this is problematic for two reasons:
1.

Initial model development takes a long time and involves extensive
negotiations between system stakeholders. This slows the development of
the overall system.

2.

It is time-consuming and expensive to maintain model consistency as
changes are made to the organization and the constituent systems in a SoS.
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Architecture frameworks are, fundamentally, reductionist and they largely
ignore sociotechnical and political issues. While they do recognise that problems
are difficult to define and are open-ended, they assume a degree of control and
governance that is impossible to achieve in many systems of systems. They are a
useful checklist to remind architects of things to think about in the architectural
design process. However, I think that the overheads involved in model
management and the reductionist approach taken by frameworks limits their
usefulness in SoS architectural design.

20.5.1 Architectural patterns for systems of systems
I have described architectural patterns for different types of system in Chapters 6,
17, and 21. In short, an architectural pattern is a stylized architecture that can be
recognized across a range of different systems. Architectural patterns are a useful
way of stimulating discussions about the most appropriate architecture for a system
and for documenting and explaining the architectures used. This section covers a
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number of ‘typical’ patterns in systems of software systems. As with all
architectural patterns, real systems are usually based on more than one of these
patterns.
The notion of architectural patterns for systems of systems is still at an early
stage of development. Kawalsky (Kawalsky et al. 2013) discusses the value of
architectural patterns in understand and supporting SoS design, with a focus on
patterns for command and control systems. I find that patterns are effective in
illustrating SoS organization, without the need for detailed domain knowledge.

Systems as data-feeds
In this architectural pattern (Figure 20.10), there is a principal system that requires
data of different types. This data is available from other systems and the principal
system queries these systems to get the data required. Generally, the systems that
provide data do not interact with each other. This pattern is often observed in
organizational or federated systems where some governance mechanisms are in
place.
For example, to licence a vehicle in the UK, you need to have both valid
insurance and a roadworthiness certificate. When you interact with the vehicle
licensing system, it interacts with two other systems to check that these are valid.
These systems are:
1.

An ‘insured vehicles’ system which is a federated system run by car
insurance companies that maintains information about all current car
insurance policies.

2.

An ‘MOT certificate’ system which is used to record all roadworthiness
certificates issues by testing agencies that are licensed by the government.

The ‘systems as data feeds’ architecture is an appropriate architecture to use
when it is possible to identify entities in a unique way and create relatively simple
queries about these entities. In the licensing system, vehicles can be uniquely
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identified by their registration number. In other systems, it may be possible to
identify entities such as pollution monitors by their GPS coordinates.
A variant of the ‘systems as data feeds’ architecture arises when there are a
number of systems involved which provide comparable data but which are not
identical. Therefore, the architecture has to include an intermediate layer as shown
in Figure 20.11. The role of this intermediate layer is to translate the general query
from the principal system into the specific query required by the individual
information system.
For example, the iLearn environment interacts with school administration
systems from three different providers. All of these systems provide the same
information about students (names, personal information, etc.) but have different
interfaces. The databases have different organizations and the format of the data
returned differs from one system to another. The unifying interface here detects
where the user of the system is based and, using this regional information, knows
which administrative system should be accessed. It then converts a standard query
into the appropriate query for that system.
Problems that can arise in systems that use this pattern are primarily
interface problems when the data feeds are unavailable or are slow to respond. It is
important to ensure that time outs are included in the system so that a failure of a
data feed does not compromise the response time of the system as a whole. There
should be governance mechanisms in place to ensure that the format of provided
data is not changed without agreement of all system owners.

Systems in a container
Systems in a container are systems of systems where one of the systems acts as a
virtual container and provides a set of common services such as an authentication
and a storage service. Conceptually, other systems are then placed into this
container to make their functionality accessible to system users. Figure 20.12
illustrates a container system with three common services and six included
systems. The systems that are included may be selected from an approved list of
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systems and need not be aware that they are included in the container. This pattern
of SoS is most often observed in federated systems or system coalitions.
The iLearn environment is a system in a container. There are common
services that support authentication, storage of user data and system configuration.
Other functionality comes from choosing existing systems such as a newspaper
archive or a virtual learning environment and integrating these into the container.
Of course, you don’t place systems into a real container to implement these
systems of systems. Rather, for each approved system, there is a separate interface
that allows it to be integrated with the common services. This interface manages
the translation of the common services provided by the container and the
requirements of the integrated system. It may also be possible to include systems
that are not approved. However, these will not have access to the common services
provided by the container.
Figure 20.13 illustrates this integration. This is a simplified version of
iLearn that provides three common services:
1.

An authentication service that provides a single sign-in to all approved
systems. Users do not have to maintain separate credentials for these.

2.

A storage service for user data. This can be seamlessly transferred to and
from approved systems.

3.

A configuration service that is used to include or remove systems from the
container.

This example shows a version of iLearn for Physics. As well as an office
productivity system (Office 365) and a VLE (Moodle), this system includes
simulation and data analysis systems. Other systems – YouTube and a science
encyclopaedia – are also part of this system. However, these are not ‘approved’ and
so no container interface is available. Users must log on to these systems separately
and organize their own data transfers.
There are two problems with this type of SoS architecture:

©Ian Sommerville 2014

Systems of Systems

27

The Digital Learning Environment
Authentication
Storage
Configuration
Science
encyclopedia

External interaction

YouTube

Interfaces

MS Office
365

Moodle

Lab data
analyzer

Physics
simulator

Figure 20.13
The DLE as a
container system

1.

A separate interface must be developed for each approved system so that
common services can be used with these systems. This means that only a
relatively small number of approved systems can be supported.

2.

The owners of the container system have no influence on the functionality
and behaviour of the included systems. Systems may stop working or may
be withdrawn at any time.

However, the main benefit of this architecture is that it allows for
incremental development. An early version of the container system can be based on
‘unapproved’ systems. Interfaces to these can be developed in later versions so
that they are more closely integrated with the container services.

Trading systems
Trading systems are systems of systems where there is no single principal system
but processing may take place in any of the constituent systems. The systems
involved trade information amongst themselves. There may be one-to-one or oneto-many interactions between these systems. Each system publishes its own
interface but there may not be any interface standards that are followed by all
systems. This is shown in Figure 20.14. Trading systems may be federated systems
or system coalitions.
An example of a trading SoS is a system of systems for algorithmic trading
of stocks and shares. Brokers all have their own separate systems that can
automatically buy and sell stock from other systems. They set prices and negotiate
individually with these systems. Another example of a trading system is a travel
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aggregator that shows price comparisons and allows travel to be booked directly by
a user.
Trading systems may be developed for any type of marketplace with the
information exchanged being information about the goods being traded and their
prices. While trading systems are systems in their own right and could conceivably
be used for individual trading, they are most useful in an automated trading context
where the systems negotiate directly with each other.
The major problem with this type of system is that there is no governance
mechanism so any of the systems involved may change at any time. These changes
may contradict the assumptions made by other systems so trading cannot continue.
Sometimes, the owners of the systems in the coalition wish to be able to continue
trading with other systems so may make informal arrangements to ensure that
changes to one system do not make trading impossible. In other cases, such as a
travel aggregator, an airline may deliberately change its system so that it is
unavailable and so force bookings to be made directly with it.

KEY POINTS
Systems of systems are systems where two or more of the constituent
systems are independently managed and governed.
There are three types of complexity that are important for systems of
systems – technical complexity, managerial complexity and governance
complexity.
System governance can be used as the basis for a classification scheme
for SoS. This leads to three classes of SoS namely organizational
systems, federated systems and system coalitions.
Reductionism as an engineering method breaks down because of the
inherent complexity of systems of systems. Reductionism assumes clear
system boundaries, rational decision making and well-defined
problems. None of these are true for systems of systems.
The key stages of the SoS development process are conceptual design,
system selection, architectural design, interface development and
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integration and deployment. Governance and management policies
must be designed in parallel with these activities.
Architectural patterns for systems of systems are a means of describing
and discussing typical architectures for SoS. Important patterns are
systems as data feeds, systems in a container and trading systems.

FURTHER READING
‘Architecting Principles for Systems of Systems’ A now classic paper on systems of
systems that introduces a classification scheme for SoS, discusses its value and
proposes a number of architectural principles for SoS design. (M. Maier, Systems
Engineering, 1 (4), 1998)
Ultra-large Scale Systems: The Software Challenge of the Future This book,
produced for the US DoD in 2006, introduces the notion of ultra-large scale
systems, which are systems of systems with hundreds of nodes. It discusses the
issues and challenges in developing such systems. (L. Northrop et al., Software
Engineering Institute, 2006)
http://www.sei.cmu.edu/library/assets/ULS_Book20062.pdf
‘Large-scale Complex IT Systems’. This paper discusses the problems of large-scale
complex IT systems that are systems of systems and expands on the ideas here on
the breakdown of reductionism. It proposes a number of research challenges in the
area of SoS. (I. Sommerville et.al., Communications of the ACM, 55 (7), July 2012)
http://dx.doi.org/ 10.1145/2209249.2209268

WEBSITE
PowerPoint slides for this chapter:
http://software-engineering-book.com/slides/chap20/
Links to supporting videos:
http://software-engineering-book.com/videos/systems-engineering/

EXERCISES
20.1 Explain why managerial and operational independence are the key
distinguishing characteristics of systems of systems when compared to other
large, complex systems.
20.2 What is the difference between governance complexity and managerial
complexity?
20.3 The classification of SoS presented in section 20.2 suggests a governancebased classification scheme. Giving reasons for your answer, identify the
classifications for the following systems of systems:
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(a) A healthcare system that provides unified access to all patient health
records from hospitals, clinics and primary care.
(b) The World Wide Web
(c) A government system that provides access to a range of welfare services
such as pensions, disability benefits and unemployment benefits.
Are there any problems with the suggested classification for any of these
systems?
20.4 Explain what is meant by reductionism and why it is effective as a basis
for many kinds of engineering.
20.5 What are the characteristics of complex software systems that make
reductionism a less effective approach for software engineering?
20.6 In the SoS development process, explain why it is important that system
selection and architectural design should be concurrent activities and why there
should be close links between them.
20.7 Sillitto suggests that communications between nodes in a SoS are not just
technical but should also include informal socio-technical communications
between the people involved in the system. Using the iLearn SoS as an
example, suggest where these informal communications may be important to
improve the effectiveness of the system.
20.8 Suggest the closest-fit architectural pattern for the systems of systems
introduced in Exercise 20.3.
20.9 The trading system pattern assumes that there is no central authority
involved. However, in areas such as equity trading, there are regulatory rules
that must be followed by trading systems. Suggest how this pattern might be
modified to allow a regulator to check that these rules have been followed. This
should not involve all trades going through a central node.
20.10
You work for a software company that has developed a system that
provides information about consumers, which used within a SoS by a number
of other retail businesses. They pay you for the services used. Discuss the ethics
of changing the system interfaces without notice to coerce users into paying
higher charges. Consider this from the point of view of the company’s
employees, customers and shareholders.
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